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Item 
No Item 

1.1 The value assumed in the H&RA for the frequency of dangerous process control (a.k.a., BPCS) failures as the initiating source  of a 
hazardous event is consistent with the limits in clause 8

1.2 The assumed risk reduction for each instrumented safeguard is consistent with limits in clause 9
1.3 Use of multiple BPCS protection layers (as either initiating source or instrumented safeguard) is consistent with the limits in clause 9
1.4 Hazardous events with a total risk reduction for all instrumented safeguards that exceeds 10,000 is consistent with the limits in clause 9

1.5

The functional definition* for each initiating event and instrumented safeguard is complete, including:
• sensor(s) and sensor subsystem architecture
• logic solver(s)
• final element(s) and final element subsystem architecture
• safe state definition for the safeguard
• trip point
• response time specification 
• final element action and performance specification (e.g., safe action direction, specifying maximum valve leak rate at which the 

function will remain effective)
*A subset of the process requirement specification elements

1.6

Each instrumented safeguard is physically and functionally independent from the initiating source and from other safeguards i dentified for 
the loss event 

OR Common mode/dependent mode failures introduced by lack of independence have been clearly identified for further analysis a nd 
mitigation during detailed design (e.g., using diversity to address a lack of functional independence)

1.7 Total amount of risk reduction (inclusive of frequency related to the initiating source) on a given logic solver for each haz ardous event is 
within the approved limits for that logic solver make/model/architecture

1.8
SRS are complete to the extent appropriate before detailed design, including (but not limited to):
• process requirements
• initial cyber security level targets for zones and conduits

1.9 P&ID (or process flow diagram) and control narrative are consistent with H&RA, safeguard functional definitions, and SRS

1.10
Functional safety plan and IACS security plans have been developed, including (but not limited to):
• competency plan
• management system plan

1.11 Initial evaluation of industrial automation and control system (IACS) security vulnerabilities has been performed and resulti ng 
countermeasures have been incorporated into IACS specification

FSA 1 Checklist: Hazard and Risk Analysis Independence and Risk Reduction Limits Review

Item 
No Item 

2.1 Recommendations from FSA stage 1 have been satisfactorily addressed

2.2 Reliability data used for safety system instrument justification (e.g., prior use) is clearly documented, with creditable, tr aceable and 
auditable failure rate data based on field performance from similar devices in a similar operating environment

2.3 SRS is unambiguous, consistent with H&RA, and complete per clause 10

2.4 Sufficient independence between each safety function and between safety functions and the demand cause for the loss event has  been 
confirmed, including analysis of common cause, common mode, and dependent failures

2.5 Quantitative verification for hazardous events with a total risk reduction for all instrumented safeguards that exceeds 10,000 includes the 
dependency and common cause failures between the instrumented functions per clause 9

2.6

SIL verification confirms design is consistent with target, including impact on target SIL/risk reduction for non -independent subsystems:
a) Devices are approved for target SIL (e.g., through prior use justification or IEC -61508 compliance)
b) All subsystems meet or exceed minimum HFT for target SIL
c) Probability of failure on demand (PFD)/ probability of failure per hour (PFH) of SIS satisfies target SIL/risk reduction for SIF

2.7 Design includes the operations and maintenance interfaces and physical equipment needed to support initial validation, the re quired test 
interval, and the assumed mean time to restoration (MTTR)

2.8 Specified IACS security countermeasures have been incorporated into detailed design

2.9 Operation and maintenance representatives have confirmed their approval of H&RA and safety system design assumptions

2.10 PSI documents are consistent with H&RA and SRS

2.11
Verification of the safety system logic solver configuration, programming, and the functions therein (e.g., FAT) was complete d and 
documented in alignment with clauses 12 and 13 requirements, if not deferred to FSA -3 to reduce potential rework.

Any defects found during verification have been corrected

FSA 2 Checklist: Safety System Detailed Design Review

Item 
No Item 

3.1 Recommendations from FSA stages 1 and 2 are satisfactorily addressed

3.2

Verification of the safety system logic solver configuration, programming, and the functions therein (e.g., FAT) was complete d and 
documented in alignment with clauses 12 and 13 requirements if not previously performed as input to FSA 2 (see above).

Any defects found during verification have been corrected, or compensating measures have been put in place to address any dec rease in 
estimated risk reduction

3.3

Verification of the safety system devices (e.g., logic solver, auxiliary system, and instrument loop commissioning) was compl eted and 
documented in alignment with clause 14 requirements

Any defects found during verification have been corrected or compensating measures have been put in place to address any decr ease in 
estimated risk reduction

3.4

Validation of the safety system(s) and the functions therein (e.g., SAT, end-to-end function testing) was completed and documented in 
alignment with clause 15 requirements.

Any defects found during validation have been corrected or compensating measures have been put in place to address any decrea se in 
estimated risk reduction

3.5
Specified security countermeasure verification was completed and documented

All defects found during security countermeasure verification have been corrected
3.6 As-built updates have been made to H&RA, SRS, PSI documentation and procedures after correction of verification and validation d efects

3.7 H&RA, SRS, and PSI documents with as-built updates remain consistent with each other and still adhere to the clause 8 -12 requirements

3.8 Safety system operating procedures (e.g., bypass, alarm response, compensating measures) and other required documentation hav e been 
created

3.9 Safety system maintenance procedures (e.g., preventive maintenance, inspection, proof test, on -line repair upon diagnosed failure) have 
been created

FSA 3 Checklist: Functional safety portion of PSSR

SOURCE: ISA-TR84.00.04-2020

FSA REQUIREMENTS AT EACH STAGE

*NOT REQUIRED

*REQUIRED



SOURCE: ANSI/ISA-61511-1:2018

FSA TEAM INDEPENDENCY & THE CYBERSECURITY CLAUSE

ANSI/ISA-61511-1:2018 Clause 5.2.6.1.2 requires at least one senior, 
competent, independent (from the work being assessed) person to 
take part in the FSA.

ANSI/ISA-61511-1:2018 Clause 8.2.4 A security risk assessment shall 
be carried out to identify the security vulnerabilities of the SIS.
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